ALOHA LOAD BALANCER
MANAGING SSL — CHAINED CERTIFICATES

“APPNOTE” #0024 — MANAGING SSL — CHAINED CERTIFICATES

This application note is intended to help you implement SSL management via chained certificates
within the ALOHA Load Balancer solution.

CONSTRAINT
Have the entire chain of certificates up to the Trusted Root Certification Authority.

OBJECTIVE
Correctly implement chained certificates and eliminate the “invalid chain” error in the Aloha interface.

COMPLEXITY

FATCIOI

VERSIONS CONCERNED
V 3.x and later

ERROR MESSAGE

Frontends SSL

Nom Domaine Début Fin Statut
SSL testsrv  09/15/09 11:32:58 0911319 11:38:58 Chaine invalide  § 3 [[A

Houveau

CHAIN OF CERTIFICATES

‘ Final Certificate

Intermediary Certificates

Root Certificate

In order to implement chained certificates, the certificate chain must be verifiable. Therefore Aloha
needs to know the precise order of all the certificates in the chain.
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CHAIN IMPLEMENTATION

Frontend: SSL

Certificat:

Sujet: IC=FRIST=ldF/L=Paris/0=Exotest/CN=testsrwlemailAddress=me@exotest
Emetteur: /C=FR/ST=IdF/L=Paris/O=Exotest/CMN=Exotest CAlemailAddress=me@exotest
Validite: 09/15/09 11:38:58 - 091319 11:38:58

Statut:  Valide

MIIDijCCAvOgAwIBAgIBATANBgkghkiGowlBAQUFADBLMQswCQYDVQQGEW
JGU§ EMMAoGA1 UECBMDSWREMQ4AWDA Y IVQQHEWVQYX Jpcz EQMAAGA 1 UEChMH
0ZDj Y4Gtb+k9J5sURACMFZdT pwkoafKdRS1WVG1WvAuy ZnKmjad 9F4£dzZ
foMuhwiRpwiR2rhTh1j/£¥idw,/V1DEdUzKZQni 7CPGdgsGa3a0lTlzg==

MIIDEzCCApSghwIBAgI JALzReyEQOTNiMAOGCSqESIb3DYERBGUAMGOXR
AJBgNVEAYTAZ SMOwwCgYDVQQIEwN JZEY%Dj AMEgNVEACTEVEhCm] zMRRw

RgK0G3XDnAFICUYmOuGra & 3K63cr SFTRGBOANLEMDA fyaGyergnGaXave

TomkRd2 Qi EhVETASgsNW] SgX0HdbmyVaNE 35 LyL4LTA= ' 7
----- a1 R

Intermediary Certificates

RESULTS

Frontends SSL

Hom Domaine Début Fin Statut

SSL testsrv  09/15/00 11:38:58 09/13/19 11:38:58 Valide [f3 [/

The Aloha device does not check whether the root certificate has been delivered by a “Trusted root
Certification Authority”. As a result, although the status is valid on the Aloha device, the browser may
indicate that the security certificate presented was not issued by an approved certification authority.

BASIC TROUBLESHOOTING

If you nevertheless continue to obtain an invalid status, you must check whether one of the
intermediate certificates or the root certificate has expired.
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