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. Introducing HAProxy and Data Plane API

e HTTP Rest API for interacting with HAProxy process.

e |It's avital part of the HAProxy One platform.

o  HAProxy One is the world’s fastest application delivery and security platform.

o  Platform consists of a flexible data plane (HAProxy Enterprise and HAProxy ALOHA),

a scalable control plane (HAProxy Fusion) and a secure edge network (HAProxy

Edge).

e Where does the Data Plane API fit here?
o Included in our HAProxy ALOHA appliance, provided as a package with HAProxy
Enterprise and in all the docker images to open an API access to those products.
o HAProxy Fusion is the control plane that communicates with the Data Plane API to

control and interact with each HAProxy in a fleet.


https://www.haproxy.com/products/haproxy-one
https://www.haproxy.com/products/haproxy-enterprise
https://www.haproxy.com/products/haproxy-aloha
https://www.haproxy.com/products/haproxy-fusion-control-plane
https://www.haproxy.com/products/haproxy-edge
https://www.haproxy.com/products/haproxy-edge

HAProxy Fusion

HAProxy Fusion is a an API-first control plane that also
provides a modern Ul.

It makes it easier to manage, monitor, and automate
HAProxy Enterprise deployments at scale, leveraging
the flexibility of Data Plane APl and the power of our
high-performance control plane.

This webinar will show some of what's possible with
direct HAProxy automation, but everything we cover is
easier at scale with HAProxy Fusion.
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HAProxy Data Plane API

The HAProxy Data Plane APl is a service that lets you configure the HAProxy load
balancer using HTTP, RESTful commands, enabling dynamically-generated
configurations.

It runs as a standalone service or a program.
The latest community version is 3.0, and the latest enterprise version is 2.9.
Follows HAProxy versions and release cycle.

The API is described using OpenAPI, you can find the APl documentation here:
https://www.haproxy.com/documentation/dataplaneapi/

Provides a structured way to interact with HAProxy using well know formats and
protocols.


https://www.haproxy.com/documentation/dataplaneapi/

HAProxy Data Plane API - Where to find it?

Community

Github project here
Downloadable packages, archives and binaries
in releases pages

e  Build from source running ‘'make’” (prerequisite:

install go 1.23), binary gets built in build/
directory
e Docker images: Data Plane API not running by

default

$ docker cp dataplaneapi.yaml haproxy:/etc/haproxy/dataplaneapi.yaml
$ docker exec -d haproxy sh -c dataplaneapi -f
/etc/haproxy/dataplaneapi.yaml

Enterprise

Packages in our repo:
hapee-extras-dataplaneapi29

Docker images:
hapee-registry.haproxy.com/haproxy-enterprise
Data Plane API is running by default on
0.0.0.0:5555 under s6-supervisor


https://gitlab.int.haproxy.com/haproxy-controller/dataplaneapi
https://hub.docker.com/u/haproxytech

. HAProxy Data Plane API - Let’s start!

e Installing HAProxy and Data Plane API
e Configure and start HAProxy
e Configure and start HAProxy Data Plane API

e Make a first call:

$ curl -s -u admin:admin http://localhost:5555/v3/info | jq

{
"api": {
"build_date": "2024-10-15T10:52:55.000Z",
"version": "v3.0.3 f1d4189a"

}
"system": {}
}

e Let's follow the steps in a popular blog post but with Data Plane API driving the changes:

https://www.haproxy.com/blog/haproxy-configuration-basics-load-balance-your-servers



http://localhost:5555/v3/info
https://www.haproxy.com/blog/haproxy-configuration-basics-load-balance-your-servers

HAProxy Data Plane API - Configuration 1

# _md5hash=053c8606b5d70a6fcbbcab4317af259f http://localhost:5555/v3/services/haproxy/configuration/frontends?full_section=true
# _version=10 [

# Dataplaneapi managed File {

# changing file directly can cause a conflict if dataplaneapi is running "default_backend": "myservers”

"from": "defaults",

frontend myfrontend from defaults "name": "myfrontend"
bind 127.0.0.1:80 name 127.0.0.1:80 "backend_switching_rule_list": [
bind 127.6.0.1:81 name 127.0.0.1:81 {
use_backend special if { dst_port 81 } "cond": "if"
default_backend myservers "cond_test": "{ dst_port 81 }"
"name": "special"
}
1,
"binds": {

"127.0.0.1:808": {
"name": "127.0.0.1:80",
"address": "127.0.0.1",
"port": 80

H

"127.0.0.1:81": {
"name": "127.0.0.1:81",
"address": "127.0.0.1",
"port": 81



HAProxy Data Plane API - Configuration 2

http://localhost:5555/v3/services/haproxy/configuration/backends?full_section=true

backend myservers from defaults
server serverl 127.0.0.1:8000
server server2 127.0.0.1:8001

backend special from defaults
server server3 127.0.0.1:8002

[

"from": "defaults",
"name": "myservers",
"servers": {
"server1": {
"address": "127.6.0.1",
"name": "serverl",
"port": 8000
H
"server2": {
"address": "127.06.0.1",
"name": "server2",
"port": 8001

"from": "defaults",
"name": "special”
"servers": {
"server3": {
"address": "127.6.0.1",
"name": "server3",
"port": 8602



HAProxy Data Plane API - Stats HAProxy

Display option: External resources

myservers

the action to perform on the checke!

special




HAProxy Data Plane API - Stats Data Plane API
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. HAProxy Data Plane API - What's new in 3.0?

e This release makes key improvements to the API:
o Users can now fetch a parent resource with all children embedded.
o We've added a PUT operation on index-based resources.
o Timeouts are now handled with your preferred time suffix.

o The API's state data is removed from the configuration file. User-defined settings
are now the configuration's sole focus.

e Support has been added for every new keyword introduced in HAProxy 3.0.

e APl has been moved to /v3' introducing a lot of breaking changes, more here:
https://www.haproxy.com/blog/announcing-haproxy-data-plane-api-3-0



https://www.haproxy.com/blog/announcing-haproxy-data-plane-api-3-0

HAProxy Data Plane API - Enterprise

e As we've covered here you can do a lot with our Data Plane APl community version, but
with enterprise version we have a few extra features:

o Provides support for configuring all the HAProxy Enterprise modules such as Bot
Management, CAPTCHA, WAF, SAML and many more

o Provides extra endpoints (facts, health, summary, VRRP)
o Structured configuration

o  Works with HAProxy ALOHA appliance

o Enables you to fetch, parse and forward HAProxy logs

o Works with HAProxy Fusion for centralized management, monitoring, and
automation.
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Conclusion

After this webinar you should be able to install and use HAProxy Data Plane API to

configure your HAProxy instance, fetch key statistics from your HAProxy process and
explore it to configure your dynamic use case.

Once you master this, if you have a cluster of HAProxys running, migrating your scripts
and configurations to HAProxy Fusion should be a piece of cake.

HAProxy Fusion shares API philosophy of the Data Plane API so it's easy to migrate to it.

In addition to this, it covers your fleet of HAProxys, allows you to cluster them in multiple

clusters and cluster groups, aggregates their statistics and logs and all of that through a
simple centralized APl and modern Ul.



Questions & Answers



Appendix 1 - Data Plane API configuration

config_version: 2
name: mj-laptop
dataplaneapi:
host: 0.0.0.0
port: 5555
advertised:
api_address:
api_port: 0
scheme:
- http
transaction:
transaction_dir: /etc/haproxy/transactions
backups_number: 10
backups_dir: /etc/haproxy/backups
resources:
maps_dir: /etc/haproxy/storage/maps
ssl_certs_dir: /etc/haproxy/storage/ssl
general_storage_dir: /etc/haproxy/storage/general
dataplane_storage_dir: /etc/haproxy/storage/dataplaneapi
spoe_dir: /etc/haproxy/storage/spoe
spoe_transaction_dir: /etc/haproxy/storage/spoe/transactions
user:
- name: admin
insecure: true
password: admin
haproxy:
config_file: /etc/haproxy/haproxy.cfg
haproxy_bin: /usr/sbin/haproxy
master_runtime: /var/run/haproxy/master.sock
master_worker_mode: true
reload:
reload_strategy: systemd
log_targets:
- log_to: stdout
log_level: debug
log_format: text
log_types:
- app
- access



Appendix 2 - Starting HAProxy Configuration

global
daemon
master-worker
maxconn 1000
stats socket /var/run/haproxy/haproxy.sock
stats timeout 10m

defaults defaults
mode http
timeout http-request 10s
timeout connect 5s
timeout client 10s
timeout server 10s



Appendix 3 - Final HAProxy Configuration

global
daemon
master-worker
maxconn 1000
stats socket /var/run/haproxy/haproxy.sock
stats timeout 10m

defaults defaults
mode http
timeout http-request 10s
timeout connect 5s
timeout client 10s
timeout server 10s

frontend myfrontend from defaults
bind 127.0.0.1:81 name 127.0.0.1:81
bind 127.0.0.1:80 name 127.0.0.1:80
use_backend special if { dst_port 81 }
default_backend myservers

frontend stats from defaults
mode http
bind 127.0.0.1:8404 name stats_bind
stats enable
stats refresh 10000
stats uri /stats
stats admin if LOCALHOST

backend myservers from defaults
balance leastconn
server server1l 127.0.0.1:8000
server server2 127.0.0.1:8001
server server3 127.0.0.1:8002

backend special from defaults
server server3 127.0.0.1:8002



Appendix 4 - Frontend json files

$ cat frondendl.json

{
"from": "defaults",
"name": "myfrontend",
"binds": {
"127.0.0.1:80": {
"name": "127.0.0.1:80",
"address": "127.0.0.1",
"port": 80
}
}
}

$ cat frondend2.json

{

}

"from": "defaults",
"name": "myfrontend",
"default_backend": "myservers",
"binds": {
"127.0.0.1:80": {
"name": "127.0.0.1:80",
"address": "127.0.0.1",
"port": 80
}
}

$ cat frondend_put.json

{
"from": "defaults",
"name": "myfrontend",
"default_backend": "myservers",
"backend_switching_rule_list": [
{
"name": "special”
"cond": "if",
"cond_test": "{ dst_port 81 }"
}
1,
"binds": {
"127.0.0.1:80": {
"pame": "127.0.0.1:80",
"address": "127.0.0.1",
"port": 80
}
"127.0.0.1:81": {
"name": "127.0.0.1:81",
"address": "127.0.0.1",
"port": 81
}
}

$ cat frondend_stats.json

{

"npame": "stats",

"from":
"mode" :

"defaults",
"http",

"binds": {

}

"stats_bind": {
"npame": "stats_bind",
"address": "127.0.0.1",
"port": 8404

}

"stats_options": {

"stats_enable": true,
"stats_uri_prefix": "/stats",
"stats_refresh_delay": 10000,
"stats_admin": true,
"stats_admin_cond": "if",
"stats_admin_cond_test":

"LOCALHOST"

}

}



Appendix 5 - Backend json files

$ cat backend_post.json
{
"name": "myservers",
"from": "defaults",
"servers": {
"server1":
{
"name": "server1",
"address": "127.0.0.1",
"port": 8000
}
}
}

$ cat backend_put.json

{

"name": "myservers",
"from": "defaults",
"balance": {
"algorithm": "leastconn"
H
"servers": {
"server1":
{
"name": "server1",
"address": "127.0.0.1",
"port": 8000
H
"server2":
{
"name": "server2",
"address": "127.0.0.1",
"port": 8001
}
"server3":
{
"name": "server3",
"address": "127.0.0.1",
"port": 8002
}

$ cat backend_special.json
{
"name": "special”,
"from": "defaults",
"servers": {

"server1":

{
"name": "server3",
"address": "127.0.0.1",
"port": 8002

}

}
}



Appendix 6 - API calls in order of presentation

. curl -s -H "Content-Type: application/json" -u admin:admin -XPOST
"http://localhost:5555/v3/services/haproxy/configuration/frontends?full_section=true&version=1" --data "@frontendl.json"
. curl -s -H "Content-Type: application/json"” -u admin:admin -XPOST
"http://localhost:5555/v3/services/haproxy/configuration/backends?full_section=true&version=2" --data "@backend_post.json"
. curl -s -H "Content-Type: application/json" -u admin:admin -XPUT
"http://localhost:5555/v3/services/haproxy/configuration/frontends/myfrontend?full_section=true&version=3" --data "@frontend2.json"
. curl -s -H "Content-Type: appllcatlon/]son -u admln admln -XPUT
: --data "@backend_put.json”
. curl -s -H Content -Type: application/json" -u admin:admin
"http://localhost:5555/v3/services/haproxy/configuration/backends/myservers/servers/server3?version=5" -XDELETE
. curl -s -H "Content-Type: appllcatlon/Json -u admln admln -XPOST
: --data "@backend_special.json"
. curl -s -H Content Type: application/json" -u admin:admin -XPUT
"http://localhost:5555/v3/services/haproxy/configuration/frontends/myfrontend?full section=true&version=7" --data "@frontend_put.json"
. curl -s -H "Content-Type: application/json" -u admin:admin -XPOST
"http://localhost:5555/v3/services/haproxy/configuration/frontends?full section=true&version=8" --data "@frontend_stats.json"
. curl -v -u admin:admin http://localhost:5555/v3/services/haproxy/configuration/raw

[ curl -s -u admin:admin http://localhost:5555/v3/info
° curl -s -u admin:admin http://localhost:5555/v3/specification


http://localhost:5555/v3/services/haproxy/configuration/frontends?full_section=true&version=1
http://localhost:5555/v3/services/haproxy/configuration/backends?full_section=true&version=2
http://localhost:5555/v3/services/haproxy/configuration/frontends/myfrontend?full_section=true&version=3
http://localhost:5555/v3/services/haproxy/configuration/backends/myservers?full_section=true&version=4
http://localhost:5555/v3/services/haproxy/configuration/backends/myservers/servers/server3?version=5
http://localhost:5555/v3/services/haproxy/configuration/backends?full_section=true&version=6
http://localhost:5555/v3/services/haproxy/configuration/frontends/myfrontend?full_section=true&version=7
http://localhost:5555/v3/services/haproxy/configuration/frontends?full_section=true&version=8
http://localhost:5555/v3/services/haproxy/configuration/raw
http://localhost:5555/v3/info
http://localhost:5555/v3/specification

